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(npotoxoit Ne 2/19 ot 19.03.2019 r.).
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1. JUTEPATYPA JJA U3YUYEHUSA AUCHUIIJIMHBI

1. Mamok A.A., BBeaenue B THPOPMAIIMOHHYIO O€30MaCHOCTH [ DNEKTPOHHBIN
pecypc]: Yaebnoe mocodbwue 11t By3oB / A.A. Mamok, B.C. 'op6atos, B.1. Kopones
u np.. [lox pen. B.C. I'opbaroBa. - M.: I'opsauas nunaus - Tenexkom, 2011. - 288 c. -
ISBN 978-5-9912-0160-5 - Pexum JOCTYTIA:
http://www.studentlibrary.ru/book/ISBN9785991201605.html.

2. Tpymmna B.A., Beeaenue B nHpOpMaoHHy0 0€30MAaCHOCTbh U 3aIIUTY
uHbopmaluu [DIEeKTpOHHBIN pecypc]: yuebHoe mocobue / Tpymmn B.A. -
HoBocubupck: U3a-so HI'TY, 2017. - 132 c. - ISBN 978-5-7782-3233-4 - Pexum
nocryma: http://www.studentlibrary.ru/book/ISBN9785778232334.html.

3. Hekommepueckas untepuer-sepcusi CIIC "Koncynprantlmoc":

3.1 Hoxtpuna wundbopmanuoHHoi Oe3omacHocTH Poccuiickoit denepanun
(Yxa3 Ilpesuaenta P® ot 05.12.2016 N 646 "OO6 yrBepkiacHUH JIOKTpUHBI
nH(popManmoHHo 0e3ormacHoct Poccuiickoit @eneparuu’™)

Pexxum noctyma: http://www.consultant.ru/document/cons_doc LAW_ 208191/

3.2 Crparerusi HanmoHallbHOM Oe3omacHocTH Poccuiickoit ®enepanuu (Va3
[Ipesunenra Poccuiickoit @enepamuu ot 31 nexadps 2015 roma N 683 "O Crparerun
HalMoHaNBbHOM  Oe3omacHocTn  Poccuiickoit  @eneparmu’) Pexxum  nmocrtyna:
http://www.consultant.ru/document/cons_doc_ LAW 191669/

3.3 3akon Poccwmiickoit ®emeparmu ot  21.07.1993 Ne 5485-1 «O
roCyAapCTBEHHOU TaHe. Pexum
nocryma: http://www.consultant.ru/document/cons_doc_ LAW 2481/

3.4. @epepanbubiii 3akoH ot 27.06.2006 N149-03 "OO6 wundopmaruwy,
UHGOPMAITMOHHBIX TEXHOJIOTHSX U 3ammuTe nHpopmamn"

Pexxum moctyma: http://www.consultant.ru/document/cons_doc LAW_ 61798/

3.5 ®epnepanbubiii 3akoH 0T 27.07.2006 Ne 152-03 «O mnepcoHaIbHBIX
JTAHHBIX)

Pexxum noctyma: http://www.consultant.ru/document/cons_doc LAW_ 61801/

3.6 ®enepanbHblii 3ak0H OT 29.07.2004 Ne 98-D3 «O xoMMepUeCcKOi TaliHE»
Pexxum noctyna: http://www.consultant.ru/document/cons_doc_LAW_ 48699/

3.7 denepaiabHBIA TOCYIAPCTBEHHBIM 00pa30BaTEIbHBINA CTAaHAAPT BBHICIIETO
oOpazoBanus no cnenuaibHocTH 10.05.01 «KomnbrorepHas 6e30nacHOCTh (YPOBEHb
cnenuanuteta). [Ipukaz MunOo0p-a ot 1 nexadbpst 2016 r. N 1512.

3.8 denepanbHbIl TOCYIAPCTBEHHBIM 00pa30BaTEIbHBIA CTAHIAAPT BBICIIETO
obOpazoBanust 1o crnenuaibHocT 10.05.03 Wubopmanmonnas 06e€30macHOCTb
aBTOMATU3UPOBAHHBIX cucTeM (ypoBeHb crienuanuteta). [Ipukaz MunOo6p-a ot 1
nekabps 2016 r. N 1509.

4. ponoB B.IO., MexnyHapoaHble M OTEYECTBEHHbIC CTAHAAPTHI IO
uHpopMaliMoHHOW Oe3omacHocTH  [DnekTpoHHbld  pecypc]: dponoB B.IHO. -
HoBocubupck: Mzn-so HI'TY, 2016. - 34 c. - ISBN 978-5-7782-3112-2 - Pexum
nocryma: http://www.studentlibrary.ru/book/ISBN9785778231122.html.

5. Meroanydeckue ykazaHus MO HAIMCAHWIO KYPCOBBIX U JUIUIOMHBIX pabOT
JUIsl CTYJIeHTOB crienuanbHocTH «KommbroTepHas 6e3onacHocthy / A.C. AHapees,
AM. MHsanmoB, C.M. PaneeB.— VYabsHoBck: VYal'y, 2017. — 40 c.

URL:ftp://10.2.5.225/FullText/Text/Andreev_2017.pdf.
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6. OcHoBbl nH(OpManKoHHOU Oe3omacHocTH. Kype nekmuit. Yacts 1 / A.M.
HBannos, B.I'. Ko3zmosckuii. — YiubsHoBck: Yal'VY, 2019 — 63 c.

7. OcHoBbl nH(opmannoHHon 6e3omacHoct. Kypc nekuwmii. Yacts 2 / A.M.
HBannos, B.I'. Ko3mosckuii. — YiesHoBCcK: Yal'Y, 2019 — 103 c.

8. [IpodeccnonanpHas 3THKAa W TICUXOJIOTHUS JIEJIOBOTO OOIIEHUsS: y4eOHOe
nocobue / V.I1. Komesas, A.A. Kanke. - M.: ][ "®opym": UHDPA-M, 2013. - 304c.

9. UadopmanmonHas 6€30macHOCTh KOMITBIOTEPHBIX CUCTEM U CETeH: yueOHoe
nocooue / B.®. lllanprun. — M.: U] « DOPYM»; MHOPA-M, 2014. — 416 c. u.

10. Kyk A.Il, XKyk E.IIL, Jlenemkun O.M., Tumomkun A.M. 3amura
uHpopManmu: YdyeobHoe nocodue. - 2-¢ uzz. - M.: PUOP: UHDOPA-M, 2015. - 392c.

11. HoukoB B.K., OpranuzaimoHHO-IIpaBOBbIE OCHOBBI MH(POPMAITMOHHOM
O6e3zonacHocTh (3ammThl MH(OpMmaiuu). FOpuaudeckas OTBETCTBEHHOCTb 3a
IpaBOHApPYIICHUSI B  00JMacTH HMHGOPMAIIMOHHON  0€30macHOCTU  (3aIlUTHI
uH(popmanuun) [DieKTpoHHBI pecypc]: Yuebnoe nocodbue. / B.K. HoBukos - M.:
Iopstaast muams - Temekom, 2015. - 176 c¢. - ISBN 978-5-9912-0525-2 - Pexum
nocryma: http://www.studentlibrary.ru/book/ISBN9785991205252.html.

12. mxeHepHO-TEXHUYECKas 3aluTa WHPOPMAIUK: y4eOHOE TOocoOue s
CTYJIEHTOB, OOydYarouIuxcsi MO CIEHUATBHOCTIM B 00JacTH HMHPOPMALUOHHON
oe3omnacHoctu / A.A. Topokun. M.: I'enuoc APB, 2005, 960 c.



2. METOJINUYECKHUE YKA3AHUA

2.1. PABJIEJI 1. OBLIASA XAPAKTEPUCTUKA CHELHUAJIBHOCTHU
«KOMIIBIOTEPHAS BE3OITACHOCTb» («<MH®OPMAIINOHHASA
BE3OINACHOCTBb ABTOMATU3UPOBAHHBIX CUCTEM»)

TEMA 1. BBEJEHHUE B TUCHUILIAHY. OCHOBHBIE NOHATHA U
OITPEAEJEHUA HHO®OOPMAIIMOHHOU BE30OITACHOCTHA

OcHOBHBIE BONIPOCHI:

1. CyurHocTb U cofiepKaHre HallMOHAIbHONU O€30MaCHOCTH

2. OcHOBHBIE MOHATHUS U 00IIEMETOJ0JIOTUYeCKHe npuHIUIbl b

3. ba3oBbie noHsTHS U onpeesieHrs HHPOPMAITMOHHONW 6€30MaCHOCTH
4. OCHOBHBIE TTPUHIIUIBI OPTAHU3ALMH 3aTUTHI HHPOpMAITIU

PexomMeHIanum no U3y4eHHIO TEMbI:

Bormpoc 1 uznoxxen B yaebrnoM rmocoduu [6] Ha c. 6-10.

J11s1 caMOCTOSTEBHOTO N3y4eHus Botipoca 1 cieayeT oopatuthbes k [3.1-3.6]
Bomnpoc 2 uznoxen B yueOHoMm noco6uu [1] Ha c. 11-14.

JIJI1 caMOCTOSITEIIBHOTO H3YUYeHHS Bolipoca 2 cieayer ooparuthes k [3.1- 3.3].
Bomnpoc 3 uznoxen B aekiuu. u B [3.1, 3.2].

J11s caMOCTOSTENILHOTO M3y4YeHHs Borpoca 3 ciieayeT ooparuthes k [3.1- 3.3].
Bonpoc 4 u3noxeH B JIEKIUH.

KoHnTpoabHbIe Bonpocsk! o teme 1:

1. B uém 3akmouaroTcs 0COOCHHOCTH CyIlecTBYyromeld B Poccuu cuctemsl
oOecrnieueHns HalMOHATLHOM 0€30MacHOCTH ?

2. IlepeuucnuTh OCHOBHBIE 3aJayd IO OOECIEUCHHUIO HaIMOHAJILHOMN
6e3omnacHoctu Poccuiickoit denepanuu.

3. [osichuTh MOHATHS CyOBEKTa N 00BEKTa O€30MACHOCTH.

4. OCHOBHEIE 2JIEMEHTHI HAIITMOHAJILHOI 0€30IMaCHOCTH.

5. Bunel 6e3onacHoctu. Knaccudukanys BU10B HAIMOHAILHON 0€301MacHOCTH
10 XapakTepy yrpos.

6. Knaccudukanuss BUAOB HaAIMOHAIBHOW Oe30macHOCTH 1O cdepam
KU3ZHEJIEATEIbHOCTH.

7. OcHoBHble npuHLUINBI ['OcynapcTBeHHONH MOMUTUKH 0OeCIeYeHHUS
uHpopmanronHoi 6ezomacuoctu (MB) PO.

8. OcHosuble cocTapistomnue Ub.

9. IlepeueHb OCHOBaHMI ISl OrpaHUYEHUS WH(OPMALIMOHHBIX MPaB.

10. Ilepeuenb cayyaeB NPSMOTro OrpaHUYEHUsI HH(HOPMAIIMOHHBIX MPaB.

11. Ilepeuenb B110B MH(DOPMALIUU C OTPAHUYEHHBIM JJOCTYIIOM.

12. IIpeaMeTsl pacCCMOTPEHUS AUCHUILINHBI.

13. OcHoBHBIE 0a30BbIE€ CBOMCTBA 3aIIMIIAEMOI HH(POPMALIUH.

14. OcHoBHBIE LIeNHU 3a1UTHI HHPopManuu (31).

15. OcnoBnas Tepmunonorus no b u 3U.
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16. OcHoBHBIC NpUHLIUIBI Opranu3anuu 3.

TecTsl 4151 CaMOCTOATEJIHbHOMH PA0OTHI:
1. Kakoii u3 JA0KYMEHTOB, IjJe H3JI0KE€HbI HANPABJEHUS H 32424 10
o0ecrevYeHNI0 HAIMOHAJIbHOM 0€30MACHOCTH, ABJISIETCH eiiCTBYIOIIUM?
a) Ctpareruu Hail. 6e3omacHocTi PO
0) Konnermus HarmoHnaabsHOM Oe30mmacHoCcTH PO
B) Ctparerus HarmoHaabHOM O0e3omacHoctu PO 1o 2020 roma

2. YTo He OTHOCHTCA K OCHOBHBIM 3ajJadyaM B 00J1acTd oOecHeYeHHus
HAIIMOHAJIbHOI 0e3omacHocTu P®?

a) Peamuzanusi omepaTUBHBIX M JIOJTOCPOYHBIX MEp MO NPEAYNPEKICHUIO U
HEUTpaJIM3allii BHYTPEHHUX U BHEITHUX YTPO3

0) OOecneyenue Ha TeppuTopun Poccun JHUYHON OE30MACHOCTH 4YeIOBEKa U
rpaXIaHWHA, €T0 KOHCTUTYIIMOHHBIX MPaB U CBOOO/T

B) @opMHUpOBaHUE KYIbTYpPHI JItOJI€H B 001aCTH HHPOPMALIMOHHOM 0€3011aCHOCTH

r) IlombeM »SKOHOMHMKH CTpaHBI, IPOBEACHHE HE3aBUCHMOTO W COIHAILHO
OPHMEHTHPOBAHHOTO YIKOHOMHYECKOTO Kypca

3. Kakoii nokymeHT omnpeaeisieT AedcTBYIOIIHI OQUUHAILHBIA TEePMHUH
«HAIIMOHAJIbHAsAA 0e30MACHOCTb)»?

a) Ctpareruu Hail. 6e3omacHocTH PO

0) Jloktpuna nHpopmMalmoHHON 6e3omacHoCTH PO

B) Koncrutymuu PO

4. Kakoil JOKyYMeHT ompeaejasieT AeHCTBYOIUI OQUUMAIBLHBIA TEPMUH
«AndopmannoHHas 0e30I1aCHOCTH»?

a) Ctpareruu Hail. 6e3omacHocTH PO

0) Jloxtpuna undpopmanuonHon 6e3omacHoct PO

B) 3akoH PD «O 6e30nacHOCTY.

r) Koncturynuu PO

5. Kakoe u3 6a30BbIX CBOICTB 3amuiaeMoil nHGopManum sBJsieTcst
OCHOBHBIM [IJIfl CIIEIIHAJIMCTOB 0TAe/]1a MHPOPMALMOHHBIX TEXHOJIOT U ?
a) KonduaennuaapsHOCTD

0) locTynmHOCTb

B) LlenocTHOCTH



2.2. PASJIEJ 1. OBIIASA XAPAKTEPUCTUKA CHEIOUAJIBHOCTH
«KOMIIBIOTEPHASA BE3OITACHOCTDb» («MHOPOPMAIIMOHHASA
BE3OIMNACHOCTBb ABTOMATU3NPOBAHHBIX CUCTEM»)

TEMA 2. HCTOYHUKH YI'PO3 UHO®OPMAIIMOHHOM
BE3OITACHOCTHU B UH®OPMAILIMOHHBIX CUCTEMAX

OcHOBHBIE BONIPOCHI:

1. Yrpo3sl uHPpOpMAIMOHHON 0€30MTaCHOCTH U UX MPOSIBICHUS

2. Knaccudukaiust iCTOUHHUKOB yIpo3 HH(DOPMAIIMOHHON 0€301MacHOCTH
3. Mogenb IeiCTBUN HApyIIUTENs

PexoMeHganuM 10 U3y4E€HUIO TEMBI:

Bormpoc 1 uznoxxen B yaebHOM mmocobuu [6] Ha c. 21-23.

Bormpoc 2 uznoxxen B yaebHOM 1mocobuu [6] Ha c. 22-26.

Bormpoc 3 uznoxxen B yuebrHoM rmocobuu [1] Ha c. 26-29.

JIJIs1 caMOCTOSITEIIBHOTO H3YUYeHHS Bolipoca 3 cieayer oopatutbes k [3.1- 3.2].

KoHTpoJsbHBIE BONIPOCHI 10 TeMe 2:

1. PacKpbITh TOHATHS YrpoO3bl, YSA3BUMOCTH W IIOCHEACTBUN pPeEaIu3alvuu
YIPO3BL.

2. Ha3Batb 3 mpumepa ys3BUMOCTEN HHPOPMAITMOHHON CUCTEMBI.

3. [IpuBecTu BapuaHT KJIacCUPUKALUUA UCTOYHUKOB YTpo3 HHGOPMAIIMOHHOMN
0€301MacHOCTH.

4. Ha3Batb 3 nmpuMepa TEXHOT€HHBIX HCTOYHUKOB yTPO3.

5. IlpuBectu 3 mpuMepa aKTyalIbHbIX CTUXUUHBIX UCTOYHUKOB YIPO3.

6. HazBaTb 3 nmpumepa aHTPONOT€HHBIX UCTOYHUKOB YIPO3.

7. IlossicHUTHh HEOOXOAMMOCTH Pa3pabOTKX MOJIEIN JCHCTBUN HAPYIITUTEIS.

8. BHyTpeHHUE 1 BHEIIHUE HAPYILIUTEIIH.

TecThl 1151 CaMOCTOATEIbHOM PadoThI:
1. Kaxkasi u3 nepe4yncjeHHbIX YIPO3 He OTHOCUTCH K MH(OPMAITMOHHBIM?
a) HezakoHHOE KONMMPOBaHKE TaHHBIX B HHPOPMALIMOHHBIX CUCTEMAaX
0) [IpoTrBO3aKOHHBII COOP U HCMOIB30BAHUE UH(POPMaALIUU
B) Hapyienue Texnonorun o0paboTku HHGOpMALIIH
r) X"IlleHne HOCUTENeH nHpopManuu

2. Kakas yrpo3a, u3 nepe4ncjieHHbIX He OTHOCSTCS K MPOrPaMMHBIM yrpo3am?
a) UCMOJIb30BaHKE OIIMOOK 1 "IpIp" B IporpaMmmuoM obecrieuernuu (I10)

0) KOMITBIOTEPHBIC BUPYCHI U BPEIAOHOCHBIE MPOTPAMMBI

B) HapylieHWe TpeOOBaHUN 3aKOHOJATENLCTBA U 3aJCpXKKAa B MPUHITHH
HEO0OXOUMBIX HOPMATUBHO-TIPABOBBIX PEIICHUIN B HHPOPMAITMOHHOM cdhepe



3. Kakasi yrpo3a, u3 mnepe4yMcJIeHHBIX He OTHOCATCHA K HH(OPMAIMOHHBIM
yrpo3zam?

a) ucroiib3oBanue omuook u "npip" B 110

0) HECAaHKIIMOHUPOBAHHBIN TOCTYI K MH(OPMALIMOHHBIM pecypcaM

B) HapyIIEHUE TEXHOJIOTUU 00paOOTKU HHPOPMAIIH

I') UCIMIOJIb30BaHNE UHPOPMAITMOHHOTO OPYKHUS

2.3. PABJIEJI 1. OBLIASA XAPAKTEPUCTUKA CHHELHUAJIBHOCTHU
«KOMIIBIOTEPHAS BE3OITACHOCTb» («MH®OPMAIINOHHASA
BE3OINACHOCTb ABTOMATU3UPOBAHHBIX CUCTEM»)

TEMA 3. HASBHAYEHUE U CTPYKTYPA ®EJAEPAJIBHOI'O
TF'OCYAAPCTBEHHOI'O OBPA30OBATEJIBHOI'O CTAHJIAPTA
BBICIIIEI'O OBPA3OBAHUSA (®@I'OC BO) 10.05.03
«HHO®OPMAINIMOHHAS BE3OIIACHOCTb ABTOMATU3UPOBAHHBIX
CUCTEM»

OcHoOBHbBIE BONIPOCHI:

1. Xapakrepuctuka cneunanbaoctet 10.05.01 (10.05.03)

2. TpeOoBaHus K CTPYKTYpe U YCIOBHSM pealU3alUd MPOrpaMMbl
cnenuanureta 10.05.01 (10.05.03)

PexoMeHganum 1no U3y4eHMI0 TeMbI:

Bomnpoc 1 u3noxeH B JICKIUU.

J171s caMOCTOATEIILHOTO M3y4deHus Borpoca 1 cieayeT ooparuthes k [3.7-3.8].
Bonpoc 2 u3noxeH B JIEKIUU.

JIJIs caMOCTOSATENIBHOTO U3yYeHHs Bompoca 2 cieayer oopaTutbes k [3.7-3.8].

KoHTpoubHbIe BONPOCHI O TeMe 3
1. O6béM u TPOAOIKUTENTHHOCTH Tporpammel crnenuaiurera 10.05.01

(10.05.03).

2. Obnacte mpodeccHnoHANBHON AESITeTbHOCTH BBITYCKHUKOB, OCBOWBIIUX
nporpammy crenmanmrera 10.05.01 (10.05.03).

3. O0BeKTHl MPOPECCUOHAIBHON JIEATCILHOCTH BBITYCKHUKOB, OCBOMBIIIHX
nporpammy crneruaiurera 10.05.01 (10.05.03).

4, Cienuanu3anny, 1O KOTOPBIM TOTOBATCS BBITYCKHUKH, OCBOUWBIIHEC
nporpammy crneruaiurera 10.05.01 (10.05.03).

5. Kakue mpodeccnoHaNbHBIE 3aJa4dl  JOJDKCH peIlaTh  BBITYCKHUK,
ocBomBIIHMi mporpammy crerpanutera 10.05.01 (10.05.03).

6. TpeOboBaHusi K CTPYKType U YCIOBUSM peaTU3alMi MPOTPAMMBI
cnenuanureta 10.05.01 (10.05.03).



TecThl 1151 CAaMOCTOSATEIbHOI padoThI:
1. Kakas cnenmanusanus cneuuaabHocTH "UHpopmannonHas 6e30macHOCTh
aBTOMATH3MPOBAaHHBIX cucTeM' ocBauBaercs B Yal'yV?
a) Nudopmanmonnas 06€30MacHOCTb aBTOMATU3HPOBAHHBIX. CHUCTEM KPUTHUECKH
BA)KHBIX OOBEKTOB.
0) be3omnacHOCTb OTKPBITHIX HHPOPMAITMOHHBIX CUCTEM"
B) Undopmarimonnas 6€30macHOCTh ABTOMAaTU3UPOBAHHBIX OAHKOBCKUX CHCTEM.
r) 3allMIIeHHbIE aBTOMAaTU3UPOBAHHBIE CUCTEMbI YIIPABIICHUSI.

2. Kakasi cneumajam3anusi cnemuajbHocTH «KomMnbloTepHasi 0e30MacHOCTDHY
ocBauBaercs B Yal'y?

a) AHayin3 6€30MacCHOCTH KOMITbIOTEPHBIX CUCTEM

0) MaremaTuueckre METOIbI 3aIlUThl HTHGOPMAIIUH

B) b 00bexToB nH(popMaTH3aumy Ha 0a3e KOMIIBIOTEPHBIX CHCTEM

r) besonmacHOCTh pacnpeneIeHHbIX KOMIIBIOTEPHBIX CUCTEM

2.4. PABJIEJI 1. OBLIASA XAPAKTEPUCTUKA CHHELUAJIBHOCTH
«KOMIBIOTEPHAA BE3OITACHOCTb» («MH®OPMALIMOHHASA
BE3OINACHOCTBb ABTOMATU3UPOBAHHBIX CUCTEM»)

TEMA 4. YYEBHBIH IVIAH NOATOTOBKH CHEIIUAJIUCTOB 11O
CHELHHUAJIBHOCTH 10.05.03. COCTAB U HASBHAYEHUME OCHOBHBIX
JIUCIUATLIIMH OGPA3OBATEJLHOM ITPOTPAMMBI

OcHOBHBIE BONIPOCHI:

1. XapakTepucThka yd4eOHOTO TUTAaHA TIOATOTOBKHA CIICIUATIUCTOB II0
creruanabHOocTH 10.05.01 (10.05.03)

2. XapakTepuCTHKA U MECTO JUCIMIUIAH B ToAroToBKe crienranmrera 10.05.01
(10.05.03)

PexoMeHIauM 110 U3yYEHHUIO TEMBI:

Bonpoc 1 u3noxeH B JIEKIUU.

J1J1s1 caMOCTOSITENIbHOTO M3Y4YeHHs Boripoca | cienyeT oOpaTuThes K yaeOHOMY
IJIaHy MOJTOTOBKHU cnenuanuctoB o crnenuansHocty 10.05.01 (10.05.03) Ha caiite
Val'y u k [3.7-3.8].

Bomnpoc 2 u3noxeH B JICKIUH.

JJ1st caMOCTOSITENIBHOTO M3Y4YeHHS Botipoca 1 cienyeT o0paTuThbes K yaeOHOMY
IJIaHY MOJTOTOBKHU cnenuanuctoB o crnenuansHocty 10.05.01 (10.05.03) Ha caiite
Yul'y u k [3.7-3.8].

KouTpoJsbHbIe BONPOCHI 10 TeMe 4:

1. Kakue O5oku (MOIyJMM AMCUMIUIMH) BKJIIOYEHbl B Y4YEeOHBIM IJIaH IO
nporpamme cnernuaiaurera 10.05.01 (10.05.03)?
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2. [lepeuncnuTh AUCHMILTAHBI TIO BHIOOPY [UIsI  TPOTPaAMMBI CHEIHAIATETA
10.05.01 (10.05.03).

3. B kakux cemectpax s nporpammbl crierpanurera 10.05.01 (10.05.03)
3aIJIaHUPOBAHBI PAKTHKHU ?

4. Kakoli 00b€M BpeMEHM B Yy4E€OHOM IUIAHE MO MPOTrpaMMeE CIEeLHAIATETa
10.05.01 (10.05.03) oTBenéH 11 TOCYAaPCTBEHHOM UTOTOBOW aTTeCTAIlNN?

5. Ha3BaTh TuCIUIUIMHBI (haKyJIbTaTUBOB I YIeOHOTO TUIaHA IO MPOTrpaMMe
cnerranureTta 10.05.01 (10.05.03).

6. [To KakuM AWCHMITIMHAM W B KaKH€ CEMECTpPHI 3allUITAHUPOBAHBI KYPCOBBIC
paboThI 17151 yueOHoro 1iada nmo nporpamme crienuanutera 10.05.01 (10.05.03).

7. Kakue xadeapbl OCyIIECTBISIOT TOJATOTOBKY CTYACHTOB CHEIHANTETa
10.05.01 (10.05.03) mo crenuaabHBIM AUCHUATLIANHAM?

TecThl 1151 CAaMOCTOATEIbHON PadoThI:
1. KakoB MakCUMAJILHbI 1 MUHUMAJIbHbIH 00bEéMbI KOHTAKTHOI PadoThI €O
cTyaeHTamMu B Henesro? 16,36
a) 16, 36
0) 12, 48
B) 16, 52

2. KakoBa makcuMaJibHas ydyeOHasi HATPY3KAa B Helea1?
a) 75
0) 62
B) 42

2.5. PABJIEJI 1. OBLIASA XAPAKTEPUCTUKA CHELUAJIBHOCTHU
«KOMIBIOTEPHASA BE3OITACHOCTb» («(MH®OPMALIMOHHASA
BE3OINACHOCTb ABTOMATU3UPOBAHHBIX CUCTEM»)

TEMA 5. TPEBOBAHUSA K YPOBHIO ITOAT'OTOBKH CIIEINUAJINCTA.
OPI'AHU3ALIUA OBPAZOBATEJIBHOI'O ITPOLHECCA B
YHUBEPCUTETE

OcHOBHBIE BOIIPOCHI:

1. 3Hanus u yMeHud BblTyckHUKOB creranurera 10.05.01 (10.05.03)

2. TpebGoBaHus K KypcOBbIM pabotam, pedepaTam, K TOCyIapCTBEHHOMN
WTOTOBOM aTTecTaluu BoimycKHUKOB cnienuanurera 10.05.01 (10.05.03)

3. Bumget yueOHbix 3aHaTuil. CyImIHOCTh W HA3HAYCHUE JICKIMOHHBIX,
CEMUHAPCKUX, MPAKTUYECKUX, 71a060paTOPHBIX 3aHITHH, y4eOHBIX,
MIPOU3BOCTBEHHBIX U TIPEATUTIIIOMHBIX TPAKTUK

4. Cucrtema opraHu3alUy CTyI€HYECKON HayUYHO-UCCIIEI0BATEIbCKONW pabOThI

11



PexoMenganum no u3y4eHuIo TeMbl:

Bomnpoc 1 u3noxeH B JEKIUH.

Jl1st caMOCTOSTEIEHOTO N3y4eHus Borpoca 1 ciemyet odparuthes k [3.7-3.8].
Bonpoc 2 u3m0xeH B JIEKIUU.

JJ1s caMOCTOSITENFHOTO U3YYEHUS BOTIPOCa 2 ClIEyeT 00OpaTUTHCS K yueOHOMY

mocoburo [5].

Bonpoc 3 u3moxeH B JIEKIUU.

J1JIst caMOCTOSATEIBHOIO U3yUeHus Bompoca 1 cieayer oopaTuthes k [3.7-3.8].
Borpoc 4 u3noxeH B JEKIHH.

J1J1s caMOCTOSATEIBHOIO U3ydeHus Bompoca 1 cieayer oOpatutbes k [3.7-3.8].

KoHTpoJibHBIE BONIPOCHI 110 TeMe S:

1. Kakue Buabl KOMIETEHLMH HCHOJB3YIOTCS B CTaHAapTe CIELHAIUTETA
10.05.01 (10.05.03)?

2. Kakue BHIBI KOMIIETEHIIMH TpeJIaracTcsi MCIONb30BaTh B CTaHIAPTE B
3++ crenmanureta 10.05.01 (10.05.03)?

3. Kakue ocHOBHBIE OOIIEKYJIbTYPHBIE KOMIIETCHIIMH JOJDKEH OCBOUTH
BBIITYCKHUK CIIEUaauTera?

4. Kakuie oCHOBHBIE 001IETPOPECCHOHANTBHBIE KOMIIETEHLIUH JOJIKEH OCBOUTD
BBIITYCKHUK CIIEUaauTera?

5. Kakue ocHOBHbIE 0011IETIpOhecCHOHAIbHBIE KOMITETEHIIUH JOJIKEH OCBOUTD
BBIIIYCKHUK CllenragnuTera’?

6. Kakue ocHOBHbIE NpoQeccCHOHaNbHbIE KOMIIETEHUIUHU JOJKEH OCBOHUTH
BBIIIYCKHUK cllenraanTera’?

7. Kakue ocHOBHbIE Mpo(deccroHabHO-CIEUATN3UPOBAHHbBIE KOMIIETECHIH
JOJKEH OCBOUTH BBIITYCKHHK CIELUAIUTETA?

8. [lepeuncnuTh OCHOBHBIE TPEOOBAHHUS K KYPCOBBIM paboTaM U pedepaTtam.

9. CymHOCT, M Ha3HAYCHHE JICKIIMOHHBIX, CEMUHAPCKUX, MPAKTHUECKHUX,
71a00pATOPHBIX 3aHATHIA.

10. CymmuocTs ®  Ha3HaueHWEe  y4eOHBIX, TMPOU3BOJACTBEHHBIX U
MPEAIUIIIOMHBIX TPAKTHUK.

[lepeuncnuTh OCHOBHBIE TPEOOBAaHUS K OpPraHU3alMU CTYJEHUYECKON HAy4YHO-
rccle0BaTeNbekoit padbotel B Yal'VY.

TecThl 1151 CAMOCTOSITEIbHOI PadoThI:
1. Kakoii BUg KOMIIETEHIUIA, U3 HA3BAHHBIX, OTCYTCTBYeT B cTanaapre ®I'OC
3+ OTHOCHUTEJBLHO MPOEKTA cTaHAapTa 3++7?
a) OIIK
0) I1IK
B) YK
r) [ICK
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2.6. PABJIEJI 1. OBIIASA XAPAKTEPUCTHUKA CIHHELHIMAJIBHOCTHU
«KOMIIBIOTEPHAS BE3OITACHOCTb» («<MH®OPMAIINOHHASA
BE3OINACHOCTb ABTOMATU3UPOBAHHBIX CUCTEM»)

TEMA 6. OCHOBBI IPO®ECCHOHAJIBHOM 3TUKHU B OBJIACTH
UH®OPMAIIMOHHON BE30IIACHOCTHU

OcHoBHBIE BOIIPOCHI:

1. CymHocTb MOHATHUS MPO(PECCUOHATHHON 3TUKU
2. XapakTepucTHKHU npodeccuun
3. Ocobennoctu aeareiabHOCTH Tpodeccruonano B oomactu UT

PexomeHaanuu mo M3y4eHMI0 TeEMbI:

Bonpoc 1 u3noxeH B JIEKIUU.

J171s1 caMOCTOATENbHOTO U3yUYeHus Borpoca | ciienryeT oOpaTUThCs K yueOHOMY
rmocobuto [8] na ¢. 21-30.

Bonpoc 2 u3noxeH B JICKIUH.

Bonpoc 3 u3noxeH B JICKIUU.

KoHTpoJibHBIe BONPOCHI 1O TeMe 6:

1. IlosicHuTh OHATHE omnpezaesieHue npodeccuonanbHon >TukH (119).

2. [lokazaTp cTeneHb OOIIECTBEHHOM 3HAYMMOCTH TpyAa CHELHAIUCTOB IO
3amuTe HHOOpMaIIHHU.

3. Uro m3yuaet [19?

4. OcHOBHbBIE TPEOOBAHMS CITYKEOHOW ITUKU

5. OCHOBHBIE XapaKTEPUCTUKH NPO(decCuu CrienuanucTa 1o
MH(}OpMATMOHHOW 0€30MaCHOCTH.

6. Komekc atuku aiis crienuaaucTa mo nHpopMamoHHOW 0€301TacHOCTH.

7. OcobenHocT mpodeccuoHanbHOM AesTenbHOCTH B o0nactu UT

TecThl 1151 CAMOCTOSATEIbHOI PadoThI:
1. Kakum o0pa3oM COOTHOCSATCS 3THMKA, MOPajib W HPAaBCTBEHHOCTHb CpeId
J0/eil, 3aHATHIX B MHPOPMAIMOHHOM Oe3omacHoCcTH?
a) JIo;oKHOCTHBIE 00SI3aHHOCTH CTOSIT TPEBBITIIE BCETO
0) JlomKHOCTHBIE OOS3aHHOCTH JOJDKHBI OBITh COBMECTHMBI C MOPAJbHBIMH H
HPABCTBEHHBIMH aCIIEKTaMH TPY/ia
B) JloMKHOCTHBIE OOS3aHHOCTH JOJ/OKHBI OBITH COBMECTHMBI C MOpPaJIbHBIMH
acTmeKTaMHM Tpy/ia
r) Jlo;oKHOCTHBIE 00sI3aHHOCTH HUKAK HE JTOJDKHBI KOPPEIUPOBATh C MOPAJTBHBIMU U
HPABCTBEHHBIMH aCIIEKTaMH TPY/ia
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2. Uto, U3 nepevncJeHHOro, He OTHOCUTCH K OCHOBHBIM TPeOOBAHUSIM
cayxeOHOM I THKHN?

a) KOPPEKTHOCTh MEKIUIHOCTHBIX OTHOIIICHHH

0) cOepekeHre MaTepruaIbHBIX PECYPCOB, MPEIOCTABISIEMBIX PAOOTHUKY IS
OCYIIIECTBIICHUS POU3BOACTBEHHOW ACSITETHBHOCTH

B) JIUCIHTTMHUPOBAHHOCTD

I') 3HAHWE HOPMATHUBHO-TIPABOBBIX JIOKYMEHTOB

2.7. PABJIEJI 2. OCHOBHBIE YI'PO3bl U METO/JbI 3ALIIUTHI
NHPOPMALIMHN

TEMA 7. OCHOBBI 3AKOHOJATEJIBCTBA B OBJIACTU 3AIIIUTHI
NHPOPMALIMU. OCHOBHBIE HOPMATHUBHBIE TOKYMEHTHBI 11O
UH®OPMAIIMOHHOM BE30IIACHOCTHU

OcHOBHBIE BONIPOCHI:
1. Mudopmarus kak 00BEKT MPAaBOOTHOIICHUI
2. Bunpl u cozepxaHue TaiH

PexoMeHganum 1o U3y4eHUI0 TeMbI:

Bonpoc 1 uznoxen B yuebHoM nocobun [9] Ha c. 9-15, B yue6HOM mocobuu
[10] ma c. 8-13.

JIJIs1 caMOCTOATENBHOTO U3ydeHus Bompoca 1 cienyer oOpatutbes k [11] Ha c.
3-10m x [3.1-3.2].

Bonpoc 2 u3noxeH B JIEKIUU.

JIJIs caMOCTOATEIBHOTO U3ydeHus Bompoca 2 cienyer ooparutbes k [10] Ha c.
62-71.

KoHTposabHbIE BONIPOCHI 1O Teme /-

1. OcnHoBHbIe 00BEKTHI 00ecTIeueHus nHPopMmalmoHHoit 6e3onacuoctu (1B).

2. OcHoBHbIe cyOBeKkTHI 0OecnieueHus: Ub.

3. IlepeuncnuTh OCHOBHBIC MPEIMETHBIC 001aCTH HHPOPMAITMOHHOM ChEephI.

4. 3akoHonmarenbHas OCHOBa UHGOPMAITMOHHON 0e30macHOCTH
(Konctutyuus Poccuiickoit denepanuu, 3akonsl 1 Kogekcel POD).

5. OcHoBuble mnonoxenus: DepepanvHoro 3akoHa «0O0 wuHbOpManuwy,
UH(OPMAITMOHHBIX TEXHOJIOTHAX M O 3alTUTe HHPOPMALTHI.

6. OcHoBHbIE nOJ0)eHUS 3akoHa P® «O rocynapcTBeHHON TaitHe»

7. OcHoBHble mnoJoxeHus PenepanpHoro 3akoHa "O mnepcOHATBHBIX
TaHHBIX'".

8. Ocuosubie nonoxenust Genepanproro 3akona "O KkoMMepUeckoil TaiiHe".

9. OcHOBHBIC OpTraHU3AIMOHHBIE U MTPABOBBIE MEPHI PEKUMa KOMMEPUYECKOM
TalHBI.
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TecThl 1151 CAaMOCTOSATEIbHON PadoThI:
1. B KakoM HOPMATHMBHO-IPABOBOM AaKTe /JaHA TPAKTOBKA TOHITHS
«uHpopManua»?
a) B @enepanbHoM 3akoHe «O mepCOHAIbHBIX JaHHBIX»
0) B ®enepanbHom 3akone «O0 uHpopMaiuu, THPOPMAITMOHHBIX TEXHOJOTHUSIX U O
3aIuTe HHPOPMAITHID)
B) B @enepanibHoM 3akoHe «O KOMMEpPUYECKOH TailHE»
r) B JlokTpuHe nndopmanmonHoit 6e3onacuoctu PdD

2. Kakoii goxkymMeHT omnpenejisieT HaUMOHAJbHbIe MHTepecbl P® B
uHpopmMannonHou chepe?

a) JlokTpuHa nH()OpPMAIIMOHHOM 0€30MaCHOCTH

0) Koncturynus PO

B) Ne 149-®3 «OO0 umHpopmanuu, MHGOPMALMOHHBIX TEXHOJOTHSIX U O 3alIUTe
uHpOopManum»

r) 3akoH P® N 5485-1 «O rocynapcTBeHHOH TailHE»

3. K kakoii 00,1aCTH OTHOCATCH CBEJACHHS 0 CHJIAX M CPEeICTBAX rPaKAAHCKON
000pOHDBI?

a) CBeneHus B BOGHHOM 00J1acTH

0) CBeneHus B 00JaCTH pa3BebIBaTEIbHOM, KOHTPPa3BeIbIBATEIbHON U
OIEPAaTUBHO-PO3BICKHOM 1E€ATEIBHOCTH

B) CBenieHMs B 00J1aCTH SKOHOMUKHU, HAYKH U TEXHUKH

4. Ko sBasiercs odaanareseM HHGOPMALNH, COCTABJIAIIICH KOMMEPYECKYI0
TailiHy, OJYYeHHO! B pAMKAX TPYAOBbIX OTHOIICHUI1?

a) PaboTHuKk

0) PaboTonarens

B) [lencuonHsIit poHA

r) Hanorosas ciyx06a

2.8. PABJIEJI 2. OCHOBHBIE YI'PO3bl U METO/bI 3ALIIUTHI
NHOOPMALINHU

TEMA 8. OCHOBHbIE MEXAHU3MbI OBECHHEYEHHW 1
NHPOPMALIMOHHOMU BE3OITACHOCTH

OcHOBHBIE BOIIPOCHI:

1. Wnentudukamnus u ayTeHTADUKAIUS
2. PaszrpaHuueHue 10CTyIa

3. Perucrpanus u ayaur

4. Kpunrorpadus

5. DkpaHupoBaHue

PeKOMeHZIaIIl/II/I M0 UBYIYCHHUIO TEMBI:
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Bomnpoc 1 uznoxen B yueOHoM nmocoduu [ 7] Ha ¢. 57-60.
Bonpoc 2 uznosxen B yuebHoM nocodbuu [ 7] Ha c. 57-60, 69-70.
Bormpoc 3 n3noxxeH B JIEKIHH.

Bonpoc 4 uznosxen B yuebHoM nocoobun [ 7] Ha c. 30-38.
Bormpoc 5 uznoxen B yaebrnoM rmocobuu [ 7] Ha c. 70-87.

KoHTpoabHbIe BOIPOCHI 10 Teme §:

1. Jlatp ompeneneHue HICHTU(PUKALUU U ayTEHTU(UKALMU CYOBEKTOB H
00BEKTOB HHPOPMAIIMOHHBIX CHCTEM.

2. Uto Takoe aBTOpu3anus?

3. [IpuBecTu BapuaHT KiIacCU(PHUKAIIMN CUCTEM U METOJIOB ayTeHTU(DHUKAIIH.

4. Metonbl ayTeHTH()HUKAIIIN, OCHOBAHHBIE Ha MAPOJIsX.

5. Meroabl ayTeHTU(PUKALMN, OCHOBAaHHbIE HA U3MEPEHUU OMOMETPUUYECKUX
[1apaMETPOB YETIOBEKA.

6. Ctporue MeTo/bl ayTeHTU(UKALIH.

7. OCHOBHBIE METO/IbI PA3rPAHUYEHUS JOCTYIIA.

8. CyIIHOCTh IMCKPELIMOHHOIO YIIPABJIEHUS IOCTYIIOM.

9. CyIIHOCTh MAaHAATHOTO YIIPABJIECHUS JOCTYIIOM.

10. OCHOBHBIE LIENN pEATU3ALMN MEXAHU3MOB PETUCTPALIMH U AyUTA.

11. IlpakTH4ecKkue CpecTBa PETUCTPALIMM U Ay IATA.

12. OCHOBHBIX METO/IbI IU(PPOBAHUS

13. KOHTpOJIb LIETOCTHOCTH UH(POPMALIHH.

14. OCHOBHBIE METO/IBI KOHTPOJISI LIETOCTHOCTH

15. MexcereBble 3KpaHbl. OCHOBHBIE ITOHATHSL.

TecThl 1151 CAaMOCTOATEIbHOM PadoThI:
1. Kakoe u3 yTBep:KIeHHii OTHOCHTCS K MAHJAATHBIM MOJEJISIM yIpaBJIeHUsI
A0CTYNOM?
a) Mogenb, B KOTOPOU BIIaJIeNel] pecypca caM 3a/1aeT MpaBa JoCTyIa K HeMy
6) Mogens, Konmupyromias HepapXudecKyr CTPYKTYPY OpraHU3aIMH U TO3BOJISIOIIAs
YOPOCTUTH AJIMUHUCTPUPOBAHUE
B) Monenb, B KOTOPOW PEXKUM JOCTyNa CyOBEKTOB K OOBEKTaM OMNpeAessieTcs
YCTaHOBJICHHBIM PEKUMOM KOH(PUICHITNAIEHOCTH
r) Mojens sBisromasics: HauboJyiee YHUBEPCATBHON U TO3BOJISIONIAS KOHTPOJIUPOBATH
JOCTYTI C YY€TOM TIPOU3BOJIBHBIX MTAPAMETPOB CPEIbI, CYOBEKTOB M OOBEKTOB JIOCTYTIA

2. Kakoe u3 yTBep:K/1eHNH OTHOCUTCH K JMCKPEHMOHHBIM MO/IeJISIM YIIPpABJIEHUS
A0CTYIOM?

a) Mozenb, B KOTOPOI BllaJiesel] pecypca caM 3a/1aeT MpaBa JoCTyla K HEMy

0) Mogens, Konupyrolas UePapXudecKyro CTPYKTYPYy OpraHU3allluK 1 TTO3BOJISIOIIAs
YIPOCTUTH AAMUHUCTPUPOBAHUE

B) Mogenb, B KOTOpPOH pPEXKUM JOCTyNa CyOBEKTOB K OOBEKTaM OMpeAessieTCs
YCTaHOBJICHHBIM PEKUMOM KOH(PHICHITUATHBHOCTH

r) Mogenb, sBisomasics HanOoJee YHUBEPCATLHON 1 TTO3BOJISIONIAss KOHTPOJIMPOBATh
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JOCTYII C Y4€TOM MPOU3BOJIbHBIX MAPAMETPOB CPE/IbI, CYOBEKTOB U OOBEKTOB JIOCTYTIA

3. Uto, U3 nepeyHcIeHHOT0, He siBJsieTcH cdepoii npuMeHeHus1 KpunTorpapumn?
a) O6ciyxuBaHNe OAHKOBCKUX IIACTUKOBBIX KapT

0) Xpanenue u o0pabOTKa mapoJieH Mmoab30BaTee B CETH

B) Cnaua OyXrajnTepcKuX U UHBIX OTUYETOB Uepe3 yJaJICHHbIC KaHAJIbI CBSI3U

r) Ucons3oBanne mu@poBhIX BOISHBIX 3HAKOB

4. Yto Takoe uaeHTU(PUKAIUA?

a) Ilporenypa npoBepKkH MOJJIMHHOCTH 3asBJICHHOTO IOJIb30BaTEIIs, Mpoliecca WM
YCTpPOWCTBA

0) Ilpouenypa pacno3naBaHus MOJIL30BATENS IO €T0 UMECHH

B) [Ipouenypa npenocraBiieHUs CyOBEKTY ONPEICIICHHBIX MOJHOMOYUN B PECYPCOB
B IaHHOM CHCTEMeE

5. 3apadveii cpeacTB OrpaHUYCHUS I0CTYIIA SBJISIETCH:

a) MckmouuTh CiyyailHbli M NpeAHAMEPEHHBIM JOCTYIl MOCTOPOHHHUX JIUI[ Ha
teppuTopuio pazmemeHnss KCA u HemocpeICTBEHHO K almaparype

0) Co3ziath HEKOTOPBIE MPETPAJIBI BOKPYT 00BEKTA 3aLUTHI

B) Mcronp30BaTh 1€MW CUTHAIM3ALMKA W MHIUKAIMA B KOMIUIEKCE C PA3IMYHBIMU
JATYUKAMU

2.9. PABJIEJI 2. OCHOBHBIE YTI'PO3bI U METO/bI 3ALLINTHI
NHOPOPMALIMN

TEMA 9. OCHOBHBIE TOHSATUS KPUIITOIPAGUYECKOM 3AIIIUTHI
NHOPOPMALIMN
OcCHOBHBIE BOIIPOCHI:

1. OcHoBuble noHsATH Kpuntorpadun. Mcropust kpunrorpaduun
2. O0001IeHHbIE CXeMbl CHMMETPUYHOM U ACCHMMETPUIHOM KPUIITOCUCTEM

PexoMeHganum 1Mo U3y4eHHUIO TEMbI:
Bomnpoc 1 u3noxen B yauebnom rmocoouu [ 7] Ha c. 30-35.
Bormpoc 2 uznoxen B yaebHoM rmocoduu [ /] Ha c¢. 38-43, 47-52.

KoHnTpoabHbie Bonpocsl 1o teme 9:

Ucropust kpunrorpadun. OCHOBHBIE METO/IbI 3AILIUTHI CEKPETOB.
OCHOBHBIE TOHATHUS KpUNTOrpaduu.

OcHoOBHBIE 3371a4u KpUnrorpaduu.

Pazpensl kpuntorpadumu.

Urto Takoe annexTpoHHas nmoanuck (I11)?

[TpuHIUn paboThl POTOPHBIX MIMPPOBATBHBIX MALIHH.

O06001IeHHas cXeMa CUMMETPUYHON KPUIITOCUCTEMBI.
17
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8. OO0o06meHHas cxeMa aCCUMMETPUYHON KPUIITOCUCTEMBI.

TecTbl A1 caMoCTOSITEIbHOI PadoThI:
1. JemudgposBanue 310:
a) rpotecc pacunpoBanus 6e3 3HaHUS KI04a
0) mporiecc, 0OpaTHbIN MH(PPOBAHUIO

2. Kakas mnpoOjsema siBjsieTcsi HamOoJiee AKTYAJbHOW ISl CMMMETPHYHBIX
Kpunrocucrem?

a) mpobJieMa 6€30MacHOTO pACTIPEEICHIS CHMMETPUUHBIX CEKPETHBIX KITIOYEH

0) npoOJeMa UCIOJIb30BAHUSI PECYPCOEMKHUX Olepalui

B) po0JieMa peajau3aluy anmnapaTHoro mudparopa

3. Kakoe TpedoBaHue, U3 ePEYUCICHHBIX, HE XaPaKTEPHO /Il aCUMMETPUYHOMI
KpUIITOCHCTEMBI?

a) Beluncienue napsl kimoueit (Kb u kb) momyuarenem B (Ha ocHOBe HadallbHOTO
YCIIOBUS1) TOJDKHO OBITH JOCTATOYHO CIIOKHBIM

0) ormpaBuTenb A, 3Has OTKpbITHIM Kiatod Kb um coobmenune M, MoOxeT jerko
BbIYMCINUTh Kpuntorpammy C=EKb(M)

B) MojyyaTesb B, HCnomb3ys cekpeTHbIi Kitou kb u kpunrorpammy C, MOKET JIETKO
BOCCTAHOBHUTH UCX0IHOE coobmeHne M=Dxkb(C)

I') IPOTUBHHUK, 3Hasl OTKPBITHIN K104 Kb, Ipy MONBITKE BBIYUCINTG CEKPETHBIN, KITIOY
kb, (HaTaJIKUBAETCS HA HEMPEOOJIMMYIO BHIYUCIUTEIbHYIO TPOOIeMy

2.10. PA3JIEJI 2. OCHOBHBIE YI'PO3bl U METO/bI 3AIIIUTHI
NHOOPMALINHU

TEMA 10. MIEHTUOUKALIUA, AYTEHTUOUKALIUA U KOHTPOJIb
JOCTYITA K THOOPMAIIUN

OcCHOBHBIE BOIIPOCHI:
1. OcHOBBI HIEHTU(PHUKALMY U ayTEHTH(PUKALIUH
2. Knaccudukaiust IpoTOKOJIOB ayTeHTH()HUKAITIH

PexomMeHnaanum no u3y4eHHI0 TeMbI:
Bormpoc 1 uznoxen B yuebHoM nocoduu [ /] Ha c. 57-60.
Bormpoc 2 uznosxen B yuebHoM nocoduu [ /] Ha c. 60-64.

KounrpoJuabHbie Bonpocsl mo teme 10:

1. [TonsitTis MueHTUUKAINH, ayTeHTU(PUKAIINH, aBTOpU3ALIHU 51
aIMUHUCTPUPOBAHUSI.

2. TlosicauTth niporniecc uaeHTU(UKAIMY U ayTeHTU(PUKALIY.

3. PaccMoTpeTh KaTeropuu npoIeccoB ayTeHTU(PUKAIUH.
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4. OCHOBHBIE XapaKTEPUCTUKHU MPOTOKOJIOB ayTEHTU(UKALINH.

5. Metoas! ayTeHTU(DUKAINH, CTIONB3YIolue mapoin U PIN-kobI.

6. Ctporas ayTeHTU(DUKAIHS HA OCHOBE MCITIONIB30BAHUS KPUITOTpadhUIECKUX
METOJIOB U CPEACTB.

7. buomerprueckas ayTeHTU(DHUKALKS.

TecTsl 4151 CAMOCTOATEJIbHOM PadOTHI:
1. UTo M3 nepevYrcaeHHOr0 OTHOCUTCH K A IMUHUCTPUPOBAHNIO?
a) Perucrtpanus neiicTBuil moiab30BaTessi B CETH, BKJIIOYAsl €0 MOMBITKU JTIOCTYTA K
pecypcam
0) [Iponenypa npoBepku MOMIMHHOCTU 3aBICHHOTO IMOJIb30BaTENs, MPOIEcca WK
yCTpPOMCTBA
B) [Ipouienypa pacrio3naBaHus MoJIb30BaTENs IO €70 UMEHH

2. UYro, U3 mnepeYMCJEHHOr0, OObBIYHO He WCHOJIb3YyeTCsl B KadyecTBe
OMOMeTpHYECKHMX TMNPU3HAKOB MNPH AYTeHTH(PUKANMH MOTEHIHAJIHLHOTO
NoJib30BaTeJisi

a) OTneyaTku nanbleB

6) ®opma u pa3Mepsl Jula

B) OTne4aTrok CTOmbI

r) OcoO6eHHOCTH Trooca

2.11. PA3JIEJI 2. OCHOBHBIE YI'PO3bl U METO/IbI 3AIIIUTHI
NHPOPMALIMN

TEMA 11. TEXHOJIOI'MX MEKCETEBBIX DKPAHOB

OcHOBHBIE BONIPOCHI:

1. OCHOBHBIE IOHATHUS TEXHOJIOTUN MEKCETEBBIX YKPAaHOB
2. OyHKIINNA MEKCETEBBIX YKPAaHOB
3. OpuenTanusa MO Ha ypOBHHM TaJTOHHOW MOJIEIN

PexoMeHIaIIUM 110 U3yYEHHUIO TEMBI:

Bomnpoc 1 uznoxen B yueOHoM nocoouu [7/] Ha ¢. 70-72.
Bormpoc 2 uznoxen B yaebHoM nocoduu [ /] Ha c. 72-76.
Bormpoc 3 uznoxken B yaebHoM mocoduu [ /] Ha c. 76-87.

KonrpoJuabHbie Bonpocs! nmo teme 11:

1. IlpenHa3zHaueHnE MEKCETEBBIX 3KpaHoB (MD).

2. YUto Takoe TexHonoruss MO?

3. [IpencraButh BapuaHT kiaccudukanmu MD.

4. ITpoananu3upoBaTh BO3MOXKHOCTU TPEX NOKOJIEeHUN MD.
5. PaccmoTtpeTh 0CHOBHBIE (DYHKIIMHM MEKCETEBBIX IKPAHOB.

19



6. JlaTh XapakTepUCTUKY dTaJOHHOM ceTeBoi Moaenu OSI.

7. PaccmoTtpeTs oprueHTaunio MO OTHOCUTEIBHO YPOBHEHN 3TaIOHHOM
MOJEIH.

8. JlaTb XapaKTepUCTHKY MPUKIAJHOTO IILT03a.

9. laTb XapaKTEpUCTHUKY IIUTI03a IKCIIEPTHOTO YPOBHSI.

TecThl 1151 CAMOCTOSATEIbHON PadoThI:
1. Kakue 2 ypoBHsi mogean OSI|, u3 nepeunciieHHbIX, 0XBATbIBAET MeKCETEBOM
3kpaH noja HazBaHueM «11li1103 ceancoBoro ypoBus?
a) IIpuknanHoi ypoBeHb
0) YpoBeHb npeICTaBICHUS
B) TpaHCOPTHBINA YpOBEHb
r) CereBoil ypoBeHb
n) KananbHblil ypoBEHb

2. Kakue 2 npoToko.ia, u3 nepevucjaeHHbIX, OTHOCATCH K (PM3HIYeCKOMY YPOBHIO
mozxeau OSI?

a) UDP

0) IRDA

B) FTP

r) Bluetooth

2.12. PA3BJAEJI 2. OCHOBHBIE YI'PO3bl U METO/bI 3ALIUTBI
NHOOPMALINHU

TEMA 12. BUPTYAJIBHBIE YACTHBIE CETH

OcCHOBHBIE BONIPOCHI:

OcHOBHBIC OHATUS U (PYHKITUN BUPTYaIbHBIX ceTen
Cneunduka noctpoenus VPN

TyHHEnupoBaHUE B BUPTYAJIbHBIX YACTHBIX CETSIX

Cxema BUPTYyaJIbHOUM YaCTHOM CETH

. Ionutuku 6€30MacCHOCTH B BUPTYaIbHBIX YaCTHBIX CETSIX
6 [udpossie cepruduraTe

7. Tlpumepbl 0TEUECTBEHHOTO NOCTpoeHUs VPN

Do w e

PexoMeHIaIUM M0 H3YYEHHIO TEMBbI:

Bormpoc 1 uznosxen B yuebnoM nocoduu [ /] Ha c. 87-90.
Bormpoc 2 uznosxen B yuebHoM nocoduu [ /] Ha c. 90-91.
Bomnpoc 3 uznoxxeHn B yueOHoMm nocobuu [ 7] Ha c. 91-94.
Bormpoc 4 uznoxen B yaebHoM mocoduu [ /] Ha c. 94-96.
Bormpoc 5 uznoxen B yuebHoM rmocoduu [ /] Ha c. 96-98.
Bormpoc 6 uznoxen B yaebHoM nmocobuu [ /] Ha c. 98-99.
Bormpoc 7 uznoxen B yuebHoM nmocobuu [ /] Ha ¢. 99-100.
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KonTpoabHbie Bonpocs! o teme 12:

1. OcHOBHBIC MOHATHS U PYHKIUU BUPTYaabHOH yacTHOH cetu (VPN),
2. Kakwue Bornpocsl 0 VPN uHTEpecyoT KOHEYHBIX MOJIb30BaTEICH ?

3. Cnenuduka nocrpoerus: VPN.

4. Tynnenupopanue B VPN.

5. Tumnosas cxema VPN.

6. OcHoBuble pyHKIMKH VPN-arentos.

7. Tlonmutuku 6e3omacHocTu B VPN.

8. OcHoBHble BapuaHThl co3nanus VPN.

9. Yro takoe 1udpoBbie cepTUPUKATHI?

10. ITpumeps! oTeyecTBeHHOTO TIocTpoeHus: VPN.

TecThl 1151 CAaMOCTOATEIbHON PadoThI:
1. Cytb TynHeaupoBanusi VPN cocTout B TOM, 4TO:
a) IpU TYHHEJMPOBAHUHU MAKET MPOTOKOJA 00JIe€ HU3KOTO YPOBHS IMOMEIIAETCS B
1oJie JaHHBIX MTAKeTa MPOTOKOJa 00JIe€ BEICOKOTO WM TAaKOTO KE YPOBHS
0) mpu TyHHEJIMPOBAHUHU MAKET MPOTOKOJIA O0Jiee BRICOKOTO YPOBHS MOMEIIAETCS B
oJie JJAaHHBIX MAKeTa MPOTOKOJIa 00Jee HU3KOTO YPOBHS

1.13. PA3JIEJI 2. OCHOBHBIE YI'PO3bI U METO/IbI 3ALIIUTHI
NHPOPMALIMN

TEMA 13. METOAbI U CPECTBA 3AIIUTHI UTHOOPMALIUU OT
YTEYKMU 110 TEXHUYECKHUM KAHAJIAM

OcHOBHBIE BONIPOCHI:

1. Metoasl M cpeAcTBa NACCHUBHOM M aKTUBHOW 3alllUTBl OT YTEYKH B
AJIEKTPOMArHUTHOM KaHaje

1.1 DkpanupoBaHue, 3aTyMIIeHUE U (PUIBTPALS OMACHBIX CUTHAJIOB

1.2 Metoasl U cpeAcTBa U3MEPECHHSI YPOBHS 3aIUIIEHHOCTH OT yYTEUKH TIO
AJIEKTPOMAarHUTHOMY KaHaTy

2. MeToapl MacCCUBHOM M aKTUBHOW 3aIIMTHl OT YTEUKH B aKyCTHYECKOM
(BUOpOaKyCTUUYECKOM) KaHajie

2.1 TexHuyeckue cpeiAcTBa OOHApyXEHUsI yTEYKU HUHOOpPMAIMU IO
aKyCTHYeCKOMY (BHOPOAKyCTHUECKOMY) KaHAITy

2.2. CpenctBa TPOTHBOJCUCTBHS TIEpPeXBaTy «MHGOPMAIMH TIO aKyCTO-
BUOPALIMOHHOMY KaHaITy

Pexomenganuu mo U3YICHHUIO TEMbI:

Bormpoc 1 uznoxen B yaebnom nocobuu [12] na c. 339-360, 364-366.
Bormpoc 2 uznosxen B yueoHoM nocoduu [12] na c. 686-690.
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KonTpoJsbHbie Bonpocsl no reme 13:

1. Yto noHuMaeTcss MOJ MMACCUBHOM M aKTUBHOW 3allIUTOA OT YTEUKHU
uHpopmaruu?

2. IlepeunciuTh OCHOBHBIE METOJAbl MACCUBHOM M AaKTHUBHOM 3alllUTBI OT
YTEUYKH B DJIEKTPOMarHUTHOM KaHaJIE.

3. DKpaHUpOBaHUE, 3alIyMJICHUE U PUIbTPAlIMs ONACHBIX CUTHAJIOB.

4. CucteMsbl JIMHEWHOTO 3allyMJICHUS.

5. OCHOBHbIE METOJbl M CpPEICTBA U3MEPEHHUs YPOBHS 3alIMIIEHHOCTH OT
YTEUKH IO 3JEKTPOMArHUTHOMY KaHaiy.

6. OcHOBHBIE METOJBI TACCHBHOM M aKTUBHOW 3alIUTBl OT YTEYKH B
AKyCTUYECKOM (BUOPOAKYCTUUECKOM) KaHAJE.

7. OCHOBHBIEC TEXHUYECKHE CPEJCTBA OOHAPYKEHUS YTEUKU WH(OPMAIHH T10
aKyCTHYECKOMY (BUOPOAKYCTUYECKOMY) KaHaTy.

8. OcHOBHBIE CpEACTBa MPOTUBOACUCTBUS TEPEXBaTy «HHPOpPMAIUU TIO
aKyCTO-BUOpPAllMOHHOMY KaHaITy.

TecTsl AJ151 CAMOCTOATEJIHLHOM PA0OTHI:
1. K xakomy KaHaJy yTe4YKH OTHOCATCH TPYObl BOJXOCHAOKeHH S ?
a) [Tapamerpuueckuit
0) BuGparmonusbIit
B) OnTO3JEKTPOHHBIN
r) Bubpoakyctuueckuii

2. YT0 OTHOCHUTCH K aKTHBHBIM CII0C00aM 3alIIUTHI BbIJI€JI€HHBIX TOMEIIeHu ?
a) Mcnonb30BaHue reHepaTopoB IIyMa

0) Mcnosnb3oBaHue ABOMHBIX JIBEpe

B) 3BYKOU3OJISIIIUS TTIOMEIIEHUM

3. Ha 4To HanpaBJieHbl IACCUBHbIE METO/IbI 3AIIIUTHI?

a) Ha co3nanne MacKupyroomux IpoCTPAHCTBEHHBIX AIEKTPOMATHUTHBIX MTOMEX

6) Ha co3manme MacKuUpyrOHIMX JJIEKTPOMATrHUTHBIX TOMEX B IMOCTOPOHHUX
MPOBOJIHUKAX U COeNUHUTENbHBIX TUHUAX BTCC

B) Ha ocnaGienrie moOOYHBIX 3JIEKTPOMArHUTHBIX U3TyYeHUN

4. Ha 4yTo HanpasBJ/ieHbl AKTHBHbIE METObI 3AIIIUTHI?

a) Ha ocnabienne HaBOJOK MOOOYHBIX 3JIEKTPOMATHUTHBIX U3Ty4EeHUN

0) Ha co3nanne MacKkupyromux MpoCTPaHCTBEHHBIX JIEKTPOMArHUTHBIX TIOMEX

B) Ha wuckmrouenue (ocnabiieHwe) TMpocayrMBaHUs HHQPOPMAIMOHHBIX CHUTHAJIOB
TCIIN B uenu 351eKTPONUTaAHUS

5. Ha 4To HanpaB/ieHHbI NACCUBHBbIE METO/IbI 3AIUTHI AKYCTHYECKOI
uHpopmannu?

a) Co3anue MaCKUPYIONUX aKyCTHUECKUX U BUOPAITMOHHBIX TIOMEX

0) Co3nanune MacCKUPYIOIINX IEKTPOMATHUTHBIX TIOMEX
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B) YIIbTpa3ByKOBOE 10JIaBJIEHUE TUKTO(OHOB B PEKUME 3aIIUCU
r) OGHapy>XKeHHE U3TYyUEHUI aKyCTUYECKUX 3aKIaJ0K
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